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General

HWg-Juno is dedicated IP I/O device compatible with Genetec Omnicast from version 4.5 GA and newer.

HWog-Juno provide to system integrator possibility to design system with unlimited number of dry
(balanced) inputs and relay outputs. When using HWg-Juno Omnicast system could scale amount of
inputs and output according to needs of the project. There are no more limits on limited amount of I/O
ports available on video encoder or IP camera. With HWg-Juno you could place units where you need
them and do not install expensive cabling to your location of video encoder or IP camera.

Device is listed by Genetec in official supported device list available on-line on Genetec’s web site.

HWog-Juno is implementing Genetec protocol version 1.4 and supports all features available in Genetec
Omnicast software for dry inputs and relay outputs. You could consider HWg-Juno as encoder without
video input.

Latest HWg-Juno firmware is available for download at juno.hw-group.com

Technical support portal for HWg-Juno units is available at: hwg-juno.proboards.com

HWg-Juno 101

HWg-Juno-404

HWg-Juno-1200 HWg-Juno-008

Inputs 1 4 12 -
Outputs 1 4 - 8
Power 5V= 5v= 12v= 12V=
PoE 802.3af 802.3af 802.3af 802.3af
Temperature -10°C-70°C -10°C-60°C -10°C-60°C -10°C-60°C


http://www.genetec.com/Lists/Reference%20Documents/Genetec%20-%20Omnicast%20Supported%20Hardware%20List.pdf
http://juno.hw-group.com/
http://hwg-juno.proboards.com/
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Licensing of HWg-Juno in Genetec Omnicast

Chapter will be updated soon.
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IP configuration of the HWg-Juno

IP configuration of HWg-Juno unit is done using UDP config utility which could discover and assign IP
address to any HW Group produced units.

B UDP Config 4.11.1 for HW group products (www.hw-group.com) - - E@Iﬁ
Your PC network, settings ——— B i |
- 7 pbout.
: :‘:ﬁ'f'ﬁ”' " et T IP address: 172.16.1.10
roup 1. www_hw-group.com
9 Netmask: 255 265.255.0
vewe. HW-group.com o ity for the Hiw group devices Gateway: 1721611 ﬁ Find Devices
Device list:
M ame P Device twpe Part Farameters
i L2 17216113 Hw'g-Juno 404 TCP setup=H, DHCP=Y

0008590004 BC Hw'g-duno 107 17216.1.15 Hw/g-Juno 101 a0 TCP setup=M, DHCP=Y

Once the unit has IP address assigned either static or dynamically assigned from DHCP all unit
configurations is done in Genetec Config Tool.

All HWg-Juno devices has IP configuration default setting automatic by DHCP. Upon boot of HWg-Juno
unit the unit will acquire IP address and could be discovered in Genetec Config Tool.

e 2020 e

Hame: IP address: Port: '
IHWgJuno 404 |1?2.1s.1.13 :|SD

& Open in WEB Browser |

[LELTS A&
|255.255.255.0 [0 0 53, 00:08: 26
Gateway: Fud wergion:
i [17218.11 [1.08 l
M — [ Enable IP access filter Desizelps W
[Hwa:Juna 404 (45)
IP filker walue: DHECP:
ID'D'D'D ISupported
IP filker mask:
Iu_u_n_g [T Enable WyT

[~ Enable TCF setup Open |
[ Default values =" [~ Enable TEA authorization
@ Load defaults |
v Check if mew IP address is empty
x Lancel | e Apply changes |

Ready

Righ-click on discovered device will open Detailsettings windows.
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Server Admin Tool

HWog-Juno is implemented in Genetec Omnicast using Genetec protocol. Genetec Extension has to be
installed on every archiver server where you plan connect HWg-Juno units.

Please verify that you have Genetec extension installed on all archiver where you want to connect HWg-
Juno units. If extension is missing on archiver then discovery of unit and adding of unit to archivery is
not possible.

& Genetec Omnicast Server Admin

Undo Apply

"B

172.16.1.11 - NVIDIA nForce 10/100/1000 Mbps Ethernet

Create * ALTi Extension

Arecont Extension

AutcVu Extensicn

AXIS Extension

Bosch Extension

GE CamPlus 2 IP Extensicn

GE CamPlus IP Extension

GE Megapixel Extension

GE MPEG-4 Extensicn

GE Wavelet/JPEG 2000 Extension

Generic Plus Extension
1QinVision Extension
Optelecom-NKF Extension
Panascnic Extension
Pelco Extension

Sony Extension

Verint Extension

To add Genetec Extension to Archiver:
e Open Genetec Server Admin
e Select Archiver and right-click to open context menu.

e Select option Archiver >Create >Genetec Extension

e Restart Archiver to applychanges.
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Adding HWg-Juno unit into Omnicast system

If HWg-Juno has IP address and your Archiver has Genetec extension in place you could preceed to
discovery of unit on network and adding the HWg-Juno to Genetec Omnicast system.

To discover unit on network you could use standalone Genetec Discovery tool or you could use
Discovery tool embedded in Genetec Config Tool.

#¥ Genetec Omnicast Config Tool

Undo, Apply

id | R

Discovery option

= & Desktop - Gateway ACTi
5 Desktop - Archiver B 1P scan Archiver Extensions HTIP port:
& % Desktop - Virtual Matrix Arecont
AXIS

“ Name IP agBosch Command port Software version Pr
GE CamPlus 2 IP
GE CamPlus IP
GE Megapixel
GE MPEG-4
Generic Plus
IQinVision
Panasonic
Pelco
Sony
UPnP
Verint
Vivotek
Zero Configuration

To discover unit please log-in to Config tool.

e Select Physical view in view selection pane of Omnicast Config Tool.
HWog-Juno inputs and outputs are not visible in Logical view.

e Select system Directory and then Discovery tool tab.

e Select the Discovery option to Genetec

e  Press Start button to initiate discovery process
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After few seconds (depends on size of your network) you will see all units discovered using Genetec
protocol. The units could be discovered only if they are on non-routed network. Any L2 type network
will be fine and will support automatic discovery.

B Pscan

IP address Discovery port

(5% HWg-Juno 404-2 17216113 |- |

23 Desktop - Genetec Extension 17216112 - -

i--5 Desktop - Archiver Archiver: g Desktop - Archiver (4]
% Desktop - Virtual Matrix
IP address: [t 1 .15

HTTP

Use default login
Username: |

Password: |

[y |

PTZ..

Logical View

User Management
Schedule Management
Alarm Management

Virtual Matrix Management
Add-in Management
Federation Management
Other

To manually add unit to selected archiver
e C(Click on + >Video Unit.. and get Add a unit dialog.
e Select Archiver which you want to use for managing HWg-Juno unit
e Enter IP address and HTTP port

e Press Add button
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Eg Desktop - Gateway
-5 Desktop - Archiver B Pscan
L} Desktop - Virtual Matrix

“ Name IP address Discovery port

e FWo-Jun) N .

EN HWg-Jun 15

Change Command Port...

+) Reboot
Q Identify

[ Addunits..

@ Clear Results
Select Visible Entity Types  *

To add discovered HWg-Juno unit to archiver.

Select unit you want to add from list of discovered.

Right-click on unit to get context menu.

Select menu item Add Units
Select Archiver where you want to Add your unit

Press OK button.

After few seconds (length depending on your network traffic) the unit will be shown in Physical View of

View selection pane.

10

Desktop - Gateway
= Desktop - Archiver
by ] Desktop - Virtual Matrix

Select Archiver

Desktop - Archiver

Cancel
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Discovery tools allow you to reboot HWg-Juno unit and also enable Identification LED, available an all
HWog-Juno units. Identification LED is used for linking SW configuration to physical unit.

To Identify or reboot HWg-Juno unit
e Right click on the HWg-Juno unit to open context menu dialog

e Select appropriate action. Reboot or Identify.

IP address Discovery port

Q& Desktop - Genete

Change Command Port

Reboot
() Identify
G Add Units...

@ Clear Results
Select Visible Entity Types  *

« m

Options.. 2 items (1 selected)

The dimmed options are currently unsupported by Genetec protocol.

11
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HWg-Juno unit security

HWog-Juno has implemented password protected access to the unit from Omnicast and secure access to
HWog-Juno configuration. Security user name and password are set in the HWg-Juno admin interface.
Once set all access to unit configuration will require identification.

To enable secure communication select the HWg-Juno unit in Genetec Config Tool.

#¥ Genetec Omnicast Config Tool

~ Unde Apply

Physical View A Identity v Firmware upgrade = Specific settings

Desktop
E!g Desktop - Gateway
: EI Desktop - Archiver
-4 HWgluno 101

H Launck
= ] Desktop - Virtual Matrix 2unc

— User authentication —M9M—M MMM M

nan W Usecefautt login

Select unit configuration tab Specific settings and Launch Web access to HWg-Juno unit. In HWg-Juno
web configuration select General setup tab and enter desired user name and password into Security
section

Security: Device Admin

Name Value Description
Username juno Admin username/password for
device configuration changes
Password | ----| | [0 to 16 characters]
Save

You have to reboot the HWg-Juno unit to enable secure communication. After reboot the unit will
become inaccessible from Genetec Omnicast. All communication between the HWg-Juno is now secured
and access to HWg-Juno web will by password protected.

Enter user name and passord into Unit >Specific settings >Unit authentification to restore access to unit

Authentication Required

The server 172.16.1.15.80 at cgi-bin requires a username and
password

User Name:

Password:

12
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HWg-Juno unit configuration options

Select the HWg-Juno unit in Physical view of Selection pane and number of configuration tabs becomes

available.

Identity tab allow you to set name and description to the unit. Enter descriptive name usually used for

equipment inventory management.

Physical View

Desktop
E-{Z Desktop - Gateway

-In-01

-In-02

-Out-01

@ HWagluno 404 -
(@ HWgluno 404 -
. B4 HWgluno 101
: (@2 Hwgluno 101 -

LS LA s T

Out - 02
Out-03

cal parent

In-01

M _m

Unit - HWg-Juno 404

INELTS H\Wgluno 404
J8l Test controller

Logical ID: Not Applicable

cal parent Not Applicable

Desktop - Archiver

Firmware upgrade tab is used for updating unit’s firmware. This option is currently unavailable due

limitation in Genetec protocol. Firmware upgrade must be executed in units web interface.

Physical View

Desktop
Eg Desktop - Gateway
-3 Desktop - Archiver

FR Identity

Firnmivare upgrade X% Spe "< Actions . Network

Firmware versicn

Firmware file

-In-01

@ HWgluno 404 -
(@ HWaluno 404 -
(@ Hwgluno 404 -
(@ HWqluno 404 -

In-02

Out-01
Out - 02
Out-03

Specific settings tab allow you to enter user authentication for unit and launch web access to HWg-

Juno.

Physical View

Desktop

E@ Desktop - Gateway
E\a Deskiop - Archiver
41 HWgluno 404

@ HWgluno 404 -
@l HWgluno 404 -
@ HWagluno 404 -
(@ HWaluno 404 -
(@ HWwgluno 404 -
42 HWgluno 101
(@3 HWgluno 101 -

13

— Web access

URL: |

In-01
In-02

Out-01

Out-02 i
Out-03 .

— User authentication

In-01

HlWsrouo
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Network configuration tab allow you to modify the existing IP configuration of the unit. The unit must
be rebooted to implement the change. Here is possible to select if static or automatic assigment of IP
address will be used.

Button Identify enables HWg-Juno identification LED so the unit could be found.

Physical View dentity ¥y Firmware upgrade 5 5 . 3 Network

Desktop
B @ Desktop - Gateway
EB Desktop - Archiver = d
: m\:‘?mw o seth ng IP address
'gluno - In-
(@@= HWgluno 404 - In - 02
(@ HWgluno 404 - Out - 01 -
g e o subnet mask: IS )
: 'gluno - Out -
=@ HWgluno 101 S 17 . 16 . 1 . 1
(€3 HWgluno 101 - In - 01 :
(@ HWgluno 101 - Qut - 01
% Desktop - Virtual Matrix

Local 1r: IFZENESS 1 13

Identify

14
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Using 1I/0 in Genetec Omnicast

An event is a signal that Omnicast sends when HWg-Juno inputs is activated. All events are attributed to
a source entity which is the main focus of the event.

Events can be used to trigger actions such as starting the recording on a camera, triggering an alarm,
opening the relay output, or sending a message to a user. The ability to associate actions to specific
events allows the administrator to program intelligent system behaviors.

Monitoring events
Events can be monitored in real time with the Live Viewer. Events can be filtered and displayed
chronologically in an event list as they occur.

Event reports

Omnicast can also be configured to create event logs and event reports for analysis and debugging
purposes. To set up event logs for the Directory and the Archiver, go to Server admin tool and enable file
logging for each Genetec Archiver used for managing HWg-Juno.

Custom Actions

Custom actions can be defined in the Config Tool. Every custom action is defined by a description and a
value. A custom action is nothing more than a meaningful name that can be assigned to an output relay
state to ease programming. Once a custom action is defined, it will appear in the Action type drop-down
list of the Create >Edit an action dialog.

Deskiop Custom actions |
E‘G Desktop - Gateway « gate opening signalling 0
-3 [_)esktop - Archiver 0 output set ON 1
g HWaluno 404 «B output set OFF 2
(€ HWgluno 404 - In - 01
(€= HWgluno 404 - In - 02
HWgluno 404 - Out - 01

Custom events

The events defined at Omnicast installation are called system events. Custom events can be defined by
users. Unlike system events, custom events can be renamed and deleted Custom events is nothing more
than meaningful name that can be assigned to a dry contact input state to ease programming.

Desktop Custom events | value |
E‘G Desktop - Gateway lﬂ My office door open

Qﬂklﬂp - Archiver l“ My office door closed
=@ HWglunc 404

(€= HWgluno 404 - In - 01

(€= HWgluno 404 - In - 02

{8 HwWgluno 404 - Out - 01
{8 HWgluno 404 - Out - 02

15
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Configuration option for outputs
Each relay output used in a system could be configured.

Identity Tab allows you to enter descriptive name and further description.

Physical View [A' Identity B Properties

Type: Output relay

E'g I = Eeiery WETES HWgluno 404 - Out - 02

E| H Desktop - Archiver

HiWgluno 404 Description: Pgl LT

€= HWgluno 404 - In - 01

(€2 HWgluno 404 - In - 02 Logical ID

(@ HWgluno 404 - Qut - 01
(@ HWgluno 404 - Out - 02
B HWgluno 404 - Out - 03
=] % HWglune 101
; (@2 HWgluno 101 - In - 01
. Hwagluno 101 - Out - 01

Properties tab of relay output allow you to set default relay mode. Relay outputs supports relay output
modes: ON, OFF and PULSE.

Deskiop

Eg Desktop - Gateway
E|El Desktop - Archiver
-4z HWagluno 404 Custom action Mode Pericd (ms...
{82 HWglunc 404 - In - 01
(@ HWgluno 404 - In - 02
(B HWglunc 404 - Out - 01
(@ HWgluno 404 - Out - 02

Duty cycle Number of pu...

- {® HWgluno 404 - Out - 03 Mode:
-4 HWgluno 101 Off
{8 HWgluno 101 - In - 01 On

(B HWaluno 101 - Out - 01 Pulse
% Desktop - Virtual Matrix

Custom action created could be now assigned to relay output and provide meaningful name to action.
(Example of action: Lighting in corridor ON, Lighting in corridor OFF)

(= Desktop Default mode: ©  Off
Eg Desktop - Gateway
E\El Desktop - Archiver
£1-4@ HWagluno 404 Custom action Peried (ms...  Duty cycle Number of pu...
(@ HWgluno 404 - In - 01 0 output set ON
(€= HWgluno 404 - In - 02 w0 output set OFF
(@ Hwgluno 404 - Qut - 01
(@ HWagluno 404 - Qut - 02
HWgluno 404 - Out - 03

Expert tip: Custom action name will be saved into Archiver log and displayed in Live Viewer to all
operators. It is highly recommended to use custom actions for all used ports to make logs human
readable.

16
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Configuration option for inputs
Each dry contact input used in a system could be configured.
Identity Tab allows you to enter descriptive name and further description.

A’ Identity Prop:

(=8 Desktop Type Digital input

E-@ B = Exfirey WELTN HWgluno 404 - In - 01

=] a Desktop - Archiver
£ HWgluno 404 : |
@ HWgluno 404 - In - 01 .
- HWgluno 404 - In - 02 Logical ID
-{E» HWgluno 404 - Out - 01
(@ HWagluno 404 - Qut - 02
(@ HWgluno 404 - Qut - 03
4@ HwWgluno 101
€= HWgluno 101 - In - 01
-{E» HWgluno 101 - Qut - 01

Expert tip: Select custom event name from the drop down list of Custom events. It is highly
recommended to use custom events for all used ports as archiver logs and live viewer events become
human readable. Information , Input port XYZ Opened”“is not much useful. Compare with event ,,Money
vault room door OPEN“

LR AN Digital input contact closing

Digital input contact closing
My office door open

My office door closed

=T === =TT == == = === = ==—===

17
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Using HWg-Juno inputs and outputs - Coupling Actions to Events

All events generated by Omnicast can be used to trigger actions. This is by far the most powerful and
versatile method for handling events. Some entities have an Actions tab in the Config Tool where you
can associate actions to the events pertaining to that entity. You can program custom system behavior
as follows.

To couple an action to an event

e Select Physical view and an entity from the Config Tool. By default, the actions are displayed in
a tabular form where each row represents a single event-to-action association. Each event-to-
action association is described by the Event type, the Action type, the object of the action
(Entity), specific action parameters (Description), and when the action is active (Generic
schedule).

Physical View FR Identity Properties "< Actions

Desktop Event type | Action type | Entity | Description | Generic ... |
E‘G Desktop - Gateway l“ Digital input contact closing B outputset OM (@ HWgluno 404 - Out - 01 Always

E‘ E' [_)eslctop = b l. Digital input contact closing <P outputset ON (B HWgluno 404 - Out - 02 Always
i -4 HWgluno 404

(€= HWgluno 404 - In - 01

€= HWgluno 404 - In - 02

{8 Hwgluno 404 - Qut - 01

e (Click at the bottom of the Configuration pane. The Create / edit an action dialog box appears.

Create / edit an action

Event type:
My office door open 0

Action type:

-] ¥ Virtual Matrix plugins
[ IHWgluno 404 - Out - 01

e Select the event type that will trigger the action.

e Select the action type that should be triggered. The dialog box will dynamically adjust itself to
show the required parameters of the selected action type.

e Enter all required parameters.
e Select the schedule during which this action will be active.

e Click OK to add the action(s). One or more actions may be added depending on what your
entered.

o Click to save the changes.

18
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HWsroup

Disabling unused 1/0 ports — Genetec I/0 license use optimization

HWog-Juno support custom configuration of number of input and output presented to Genetec Omnicast

system. If you have HWg-Juno unit with 4 inputs and you want to use only 2 of them, you could disable

unused ports in HWg-Juno admin interface. This configuration option is applicable for inputs and
outputs.

To disable not used ports on HWg-Juno unit:

19

Open Config Tool

Select the unit you want to work with

Right click the entityto get context menu.

Select Entity > Remove Unit from Archiver

Desktop

E- G Desktop - Gateway

— Web access

- EI Desktop - Archiver

= HWglun
Qreate
A= HW, Bename
-2 HW
-3 HW
(B HW
B HW,
@ HW, @ Block Cameras...
B HW, .
~ Copy Config...

B4 HWglur
‘:.c’ HW, Sort Entities L4
LBy HWY

% Desktop - VI @ Refresh Tree

Remowve Unit from Archiver

Open the HWg-Juno unit web interface

Jser authenti

Use

Pas

Go to I/0 tab and enter number of ports you want to keep. (you have to deduct ports you want

disable from total)

Click Save button (No reboot is necessary as the unit makes changes in real-time)

HWg-Juna 404

General Seh

I/0 Setup

1/0 Setup

Name

Value Description

Murnber of inputs in use 2

Values range 0 .. 4

Murnber of outputs in uses 3

Yalues range 0 .. 4

Qutput Relay Power up state

Name Value

Maode ‘ Auto by protocol

Save

Hitwg-Juno 404 :For mare information oy v, hve-group.com
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Live status of the ports is displayed on Home tab of unit web interface.

HWg-Juno 404

Home | General Setup | Q| Time | Systemn

General
Device Name Hivig-Juna 404
Time 14:24:38
Date 22.09.2010
Name Curent State
© In-01 open
© In-02 open
(=] In-03 disahled
(<] In-04 disabled
Name Curent State
® Qut - 01 open
® aut - 02 open
® out - 02 open
® Qut - 04 disabled

To enforce new unit configuration in Genetec Omnicast it is necessary to re-Add unit into Genetec
Omnicast.

e Go to Config Tool and discover unit that you just removed from archiver.

e Select the HWg-Juno unit and add it them to the same archiver you removethem from.
Omnicast system will add the unit back to archiver but update number of Inputs and outputs in
Physical view

e Select all disabled ports (red color) and delete them by selecting Delete item in context menu.

Undo Apply

A d S Prop

Tl: M Digital input contact closing 0

Eg Desktop - Gateway

-5 Desktop - Archiver e

= HWgluno 404
@ HWgJuno 404 - In - 01 W r ct archiving schedules of attached cameras

8= HWglunc 404 - In - 02
- HWgluno 404 - In - 03
A8 HWgluno 404 - In - 04
{8 HWgluno 404 - Out - 01
{8 HWgluno 404 - Cut - 02 Are you sure you want to permanently delete
{B HWgluno 404 - Out - 03 "HWgJuno 404 - In - 03" 2
- HWgluno 404 - Out - 04
=-S5 HWgluno 101
{83 HWgluno 101 - In - 01
{8 HWgluno 101 - Out - 01
----- % Desktop - Virtual Matrix
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