II[IJQFUUD

/O Controller 1204

RS-232/485 - Ethernet converter
+ 12 digital inputs and 4 digital outputs
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/O Controller 1204
Ethernet - RS-232/485 + inputs and outputs

I/O Controller is an ethernet enabled unit containing 12 binary inputs, 4
binary outputs and RS-232/485 serial interface.

All the interfaces are accessible over a network using the M2M protocol
on TCP/IP.

Two devices can be connected to each other (the Box-2-Box mode),
digital signals and RS-232 are then prolonged over the network.

Basic features

e 1 RS-232 or RS-485 serial port accessible over Ethernet.

¢ The remote port can be controlled using a virtual port Windows driver as for example
COM 5 RFC2217 compatible (Windows 2000 / XP driver is free).

e Ethernet interface 10 Mbit/s - RJ 45 10BASE-T.
e TCP/IP TELNET terminal - NVT (Network Virtual Terminal) support.

e Two devices can connect (tunnel) the inputs, outputs and the serial port over the Ethernet
network.

e Possible ways of device configuration:
0 RS232 local configuration (serial terminal).
o TCP/IP terminal on port 99.
0 Using simple windows software (with UDP Broadcast).

e 12 binary inputs to connect Dry Contacts (common ground).
¢ 4 binary open-collector outputs (max. 200 mA / 50V) i common ground.

e The inputs and outputs are controlled with a M2M protocol (Mashine to Mashine) and the NVT
(Network Virtual Terminal).

o Serial interface versatility
o Communication speed vartiable in range 300..115.200 Bd.
0 Handshake (CTS/RTS, Xon/Xoff, none).
0 Support of 7 to 9bit parity (9th bit transfer over Ethernet).

o UDP/IP wide support of question-answer protocols over RS-485.

¢ Routine libraries and examples for MS Visual Basic, Delphi, Borland C++, JAVA, PHP ..

www.HW-group.com page 4 /32
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Technical parameters

Serial port RS-232
+ Data bits

7or8or9

+ Stop bits, Parity

1 or 2, None / Odd / Even / Mark / Space parity

+ Baudrates

50..115.2 kBd i entire range, step = 50 Bd

+ Data flow control

XON/XOFF, CTS/RTS, None

+ Interface

1x DB9M (RxD,TxD,RTS,CTS,GND)

+ Used RS-232 signals

RxD,TxD,RTS,CTS, (DTR output i defined voltage level only)

+ Used RS-232 internal buffer memory

740 B for incoming data, 740 B for outgoing data

Serial port RS-485

+ Termination

Selectable internal termination 120q / ext. termination

+ Isolation

RS-485 |l ine not optocoupled to th
- galvanic isolated RS-232/485 to Ethernet (1.000 V)

Binary digital Inputs & Outputs

+ Input type 12 Digital inputs for Dry contact
+ Log. O voltage <1000 Q

+Log. 1 voltage tresho|0.1000Q

+ Max. input Voltage and Current up to 5V

+ Isolation Voltage none

+ Sampling period 10 ms

+ Inputs and Outputs SW control

Inputs and Outputs controlled over M2M protocol, based on the NVT
(extended RFC2217) i short 6 bytes binary commands over TCP/IP

+ Output type

4 Darlington transistors with common emitter, suppression diodes

+ Output voltage

Device power voltage

+ Log. 1 output current

max. 500 mA /1 output and max. 1.500 mA / all 4 outputs

Ethernet port

+ Interface

RJ45 (10BASE-T) i 10 Mbit or 10/100 Mbit network compatible only!

+ Compatibility

Ethernet: Version 2.0/IEEE 802.3

+ Supported protocols

IP: ARP, TCP + NVT (Network Virtual Terminal)

+ TCP connection closing

Data - timeout 50s (with NVT - ACK/NOP support)

Physical parameters & Environment
+ Temperature & Humidity
+ Power supply requirements

+5 .10 500 A5 AC, SHwom

8-24V | Max. device current consumption 200 mA DC

Operating:

- barrel (coaxial) power connector, GND on the shield

+ Dimensions / Weight

28x105x 135 [mm](HxW xD) / 395¢

Functional parameters

Device SETUP configuration options

RS-232 Setup - over any RS-232 terminal
TCP Setup - over TCP/IP - any telnet terminal on the TCP/IP 99 port
UDP Setup - network parameters via UDP using the Hercules SETUP

Diagnostic LEDs

Power (green), Link & Activity (yellow)

www.HW-group.com
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/O Controller T connector description

The RS-232 and RS-485 interfaces are connected to the Cannon DB9M connector.

Signalization:

Power 7 greenonRJ-4 5 ¢ o n n eé& técr. &xternal power source

LINK 171 yellowonRJ-45 connect or LINK&Eérnet Activity
RXD Tred €@ eiiiiiiiieeeeeeeeeeeeeen, Reiceiving data on RS-232
TXD T green.......ccccceveveevvvennnnn. € € é éTéaasmiting data on RS-232

Connectors wiring

Ethernet: - Standard IBMPC |
I/O Controller Port RS 232POrt
HEEEEEEN Pin Signal Pin Signal
12345678 1<> AAd RS 1<- CD CD
TX RX RX 2 < |N RXD 2 < - RXD
- 1 3 -> |OouUT TXD 3 -> TxD
4 4 -> DTR
Power LINK c . GND 5 _ GND
Power source: 6 6<- DSR
7 -> |ouT RTS 7 -> RTS
8<- IN CTS 8<- CTS
— + 9 <> ABO RS 9< - RI
Cannon9 - Male ___Cannon9 - Male

DC 8...20V / max. 0.3 A

1/0 Controller

O

Power

www.HW-group.com

O\ peam /O

"-:o Setup
NCIlZ|| Rs485

Ethernet

Serial Port

INz] vt fivio] ive | s | v =

INTf N2 3 g fins | ine |2

DIP1 DIP2 Function
ON OFF |RS-232 Setup mode (9600 8N1) Ethernet interface is disabled!
OFF OFF |[Serial portis in RS-232 mode
OFF ON Serial port is in RS-485 mode
- Check the &R and &H parameters (we recommend &R3 &H1)

www.HW-group.com
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Digital inputs and outputs

e OV (GND) - device ground

+U (PWR) - device power (max. 200 mA).
The device can be powered from a standard coaxial cable or from the I/0O connector (200 mA
internal fuse = suitable only for testing purposes).

I.GND 17 common ground for optocouplers.

11 to 112 - 12 optocoupled inputs for Dry Contact. The pins shall controlled using the dry
contacts for each input. Common pin is PWR (+12V)

01 to O4 - 4 open collector outputs, with integrated common diode overvoltage protection. The
protecting diodes are connected to the device 6 s p o we r , protectegagdinst loadr e
peaks.

el

IN11

Itz it finto] vg | ing | in7 |23

121 1

O
IN21

——@—0O +U (+12V)

INTf N2 i3 | g | ins | ine =S

Powerl :
i—O 0V (GND)
0121
OUTPUT

www.HW-group.com page 7 /32
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Standard version T mechanical dimensions

POUER SUPLY 2, 1mm
ETHERNET

38,3

//

DIP SUITCH
20,2 | 14 | 11 | 18,7
< EE 10T\ Ree3e (cANS-M)

\

127,41

\

\

|

|

[

S B
|

/

Optional accessories for mounting

e The box is equipped with rubber stands, but the package also includes a qgality self-adhesive
hook and loop fastener, which is suitable for easy and quick mounting to a flat and non-
absorbent surface.

e The box is equipped with rubber stands, but the package also includes a metal holder for wall
mounting, allowing...

e The box is equipped with rubber stands, but the package also includes a removable holder for a
DIN molding, which is mounted from below into the senter of the surface.

Note: These modifications can be ordered using a specific ordering number (see the last page of this
manual).
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Quick SETUP
In this chapter, you will learn, how to configure and ping your device as soon as possible. For more
information or in case of any problems please read the next chapter.
Connecting cables
Connect the supplied power adaptor to 230V power source.
Set DIP1 and DIP2 to OFF pOSition. % Hercules SETUP utility by HW.cz : I =]
ConneCt the deVICG tO a 10 Mblt or UDF SEtUDlSeriaI I TCP clientl TCP serverl UpF I Test model Aboutl
10/100 Mblt Ethernet network _ 04, 59 o : N —Required parameters ﬁ |
adul <@ Find modules
Plug the power connector to the 01 5300 375 f:é_:é:ms P
device. IF;;_ 4'5:.@
If the power supply is ok, the green Modle I mask 1o 0020204 3 oanaseoc
Power LED is now lit. |625t5'255'255'0 2 [os0e0708 | 4 [0DOEDFI0
- ateway
If the Ethernet Connectlon |S Ok, the |192_188_8_254 Device t_.l,lpe: ot detected
M LED ShOU|d |Ight up' Thls Acceptable address range [P Pl versor: 1.2
LED wil now blink commensurable o000
to data transfered to/from the T C—
Ethernet network. [~ TCP TEA authorization
[¥ Enable NYT
¥ Enable TCP setup
IP address setup HIDES
Run the AHerculesSetup.exeod progr am, e —
that can be found on the supplied Version 2.6.5
CD, or you can download it from
our website: www.HWQgroup.cz
Click the AFind modulesd button in the AUDP Se

device in the left column. Click on the MAC address and set the desired parameters (you must

at least set the IP address, Mask and GateWay).

Check the fAEnable TCP Setupo box and click on
parameters.
The devicebds | P address and network parameters

Are you unable to find

- Does you network support 10MBit communication?

t heelidtevi cebs MAC
If the LINK LED is not lit, or the device does not respond, please check the following:

- Are you using the correct TP cable? (TP Patch cable for connecting to switch, TP Crossed

cable for connecting dirrectly to a PC)

- Check the DIP switches (they should all be in OFF position).

- Check your power adaptor and the power LED.

www.HW-group.com
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Setting up the device using TCP Setup
Click ©OPClientée Aab and enter t he TQPrpersraimnbel cRoose gaitr e
99.

Click the AConnecto WEBSI>® npr gmpt cam tske It &dfet Asi
and press ENTER. You can now see the parameters listing.

If you want to change any parameter, ‘% Hercules SETUP utiity by HW.c2 ol x|
you must use the parameter name qL|D.F' Sec:::lgl tS:ri;ﬂ TCP client | TCP serverl UDpF I Testmodel Aboutl
together with the desired value (for Comnecting to 192.168.6.206 ... = [ o
e X a mﬂ]l9216m\6.8 <Enter>ﬁ f (Cof_mect,ed to 192.165.6.206 |192.188.B.2DB |99
setting up the deVii ,CEDBS™FP 7dddr s §|) .rm | x oscornea|
You can see help to any Command *%% Hil-group.com HW 6.0 SW 2.7 $01 %+ —TEA authorizatiol
ress :0A4:59:00:99; TEA ke
when you Sﬁnd thi cr(])mmanQS HC BITZos g oo Di0R89300:93:25 1;|m—}r3;|m
name toget er with the questlop ; AZSEESS ;22.168.6.206 2. oBE0G & [oDoESFTD
mar k (f orl? <Extarmip.| e |[nAc 225.255.255.0 —
You can also find a detailed Oy o piiee, L2i;loE.f.28 [ 8
commands list in another chapter of ~ |v: address a.0.0.0
this manual. _ 5 e B |
After you set all the desired parameters, |-7 ietive (Client/Server) mode ==
~ . 3: Send to IP PASSIVE mode
call the i R function (Reboot) and v: Port 2 -
press the ADi sconnsgcto butfon to
disconnect from the restarting | rrex_snd | HID5veun
device. [~ HEX  Send _uruw.HW-groupcom
I _l Hercules SETUP wtility
I " HEX  Send | VYersion 2.6.5

Note: the TCP Setup can be turned off
using the AEnabl e T ®iBopsoais unphecked hhe dekide avik refuse
connection on port 99.

Setting up the device using RS-232 terminal

|l f you are not wusing Windows, or if you donét h
any available RS-232 serial terminal.

~N

Set DIP1 = ON, DIP2 = OFF.

_g‘, PortBox - 9600 8N1 - HyperTerminal ;|g|5|
Connect the RS-232 cable (Port 1) to the PC Soubor Upravy Zobrazt Zavolat Bfenos Népouéda
using the supplied LapLink cable. D|| 5(8] =l
. . El
Open your favourite terminal software (for
i =xx Hi-group.com HY 6.0 SW 2.J HO1 s
example H.ypertermmal)’ choose th.e . HAC Address 00:0A:59:00:99:28
correct serial port and set communication =========== [P Setup ============
parameters to 9600 8N1. L: Hddress 132.168.6.206
i M: Mask 255.255.255.0
Connect the power supply cable to the device. G Gat%waﬁ) . 195 128 6 954
i ===== |n access Tilter ======
If the power supp_ly is ok, the green Power W Rddroass 0.0.0.0
LED should light up E: Eask g.g.@.@
. . . : Port .
If your terminal and connection are working Y: Port Ha?k ] 0.0
== fActive (Client/Server) mode ==
correctly, you should now see the text S: Send to IP PASSTVE mode
menu listing. U: Port 23
. . T: IP mode ] TCP
From now on, you can continue as in the E: Eetworkk’lrtttje_llTermlnal g?f
. . eep connhection
previous example- E: Erase buffer on None
Press <Enter> to continue_
q | o
0:00:19 pfipojen [autodetekee  [9600 8-h-1 [SCRL[8BC |23 [Zachwtawani [T g

www.HW-group.com page 10/ 32
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Binary inputs and outputs controlling
In this chapter, we will read the binary input and will set the output to the desired state. We assume

usi

ng a test.i

ng

boar d

standardly

supplied

toget |

We also assume that you know how to enter the setup mode (RS-232 Setup or TCP Setup on port
99) as described in the previous chapter.

Set DIP1 = OFF, DIP2 = OFF, connect the testing board and power the device.

Click 0ODPSethpé Aab, search for the HaviEoabdBERPA ma
setupo a BndbleAVTO0O opti ons checked. f not, check b
the module.

Doubleclick the deviceds | P addr es sTestmodeoh et afbu D
You will have the IP addressandpor t f il eds fill ed. I f not, fii
and port.

Cl i ¢ kCorinéce® A utt on . [l Hercule s SETIP stility by HW.cz I =] |
received data windows you should UDP Setup | Serial | TCP client | TEP sever | UDP Testmode | about |

o ! i Feceived data _
now see AConnect i fegsss Goampd t hen | pon
on eor three NVT commands. All NVTE FF Fi 2C 34 FF FF FO [152165.5 205 |
the recognized commands are blue. [~ ™ ™ X Discomect|

You can see the listing on the picture. [Pl —

You can acces the shown menu by Ve 1:[oi020a04 3 [osnateo
rightclicking in the received dataor | v Delets EOL 2[US00708 4 ODCECFTO
the Sent data W|ndOW_ ?pecial.ihEacr)sL : . iﬂuthorization code él

| f you noWeaddl ibcukt ttohne, Ay ou v Ward-rap enable T
wi || read the inputds stat e;zgciz:cata%able ' F 00 o1 - D2 I~ 03 wie |
switches on the testing board). The ——— Ry
i nput 6s st atwdhthes si gnal i zed 9000 ©000 (7
virtual DO to D7 LEDs. You can I~ LED polarity [ Show 140 commands
invert the signalization using the [ e
ALED polarityo opti¥ rwe s || HIDgrous

. FF F& W HEX  Send _werr.HUgroupcom

If you click the DO to D8 checkbox, you ! Lo | Hercsles SETUP wility
will set the outputs according to the | A% 2 2@@e0Fm 2l Version26.7
screen. The first command will set
all the outputs to the defined state, and then you can setup bit by bit. The output states can
al so be inverted using the Alnversedo option.
The AWrite togethero option will not set the
when you pMies sbuthteo .

| f you have thenAlSmow uln/c®D i moommenabl ed, notice,

in the received data and the sent data windows. This way you can practice and understand the

used commands.

Write the AFF F60
corresponding

request (AAre
The string
not worry if

press the
the module.

after
Do

stri
send

You
t he

Cyrmactioe rafesedby rensote hasth e

AConnecto button

ng to
b u<tweE B M1

Thereo)
ASNO

one

of t dnan

d presathes |

HWoa. 7wisW! 2 .m0 s/(orso® @ 6 o
similar) in the received data window. You just sent your first NVT command with identification

awithlthetHW end ISW @ersiBrisn t r
bytes

ar e

and

3

A0 m

o |
of t he

essage,

connect ecatpfai n.

www.HW-group.com
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Device setup i Frequently asked questions

e Ethernetis not working, but the LINK LED is lit. 5
Didndét you for get32t Settwrpro afofd et?h § TAR 8IP1LmON)én i s
this mode, the Ethernet part is not working. Set DIP1 = OFF and restart the device with uplugging

itds power source for at |l east 3 seconds.
e The RS-485 communication is not working.
Check if the line is equiped with termination resistors (1201 4 70 oh mT) . | f yoeu &
485 conversion, set the configuration to &R2 or &R3 and dont forget to enable HALF DUPLEX
using &H1

¢ | need power supply for my RS-232 application.
If you do not need a flow control (HW handshake) but a power source on your serial port (upto 57
10 mA), you can power your application from the RTS output (pin 7 on the RS-232 connector). You
can enable +8V to +12V power on this pin with setting &R0 in the setup mode (&R: RS485/RS422
control).

e | cannot control the binaty inputs and outputs, but | can send the RS-232 data.
Probably the NVT isdisabled. Pl ease check the AUDP Setupo ta
the TCP setup or RS-232 setup listing.

 The 50 seconds timeout is too short, can it be prolonged?
Yes,j ust enable the AKeep connecti ondVITINOR@t i on.
command every 6 seconds, so the connection will persist.

www.HW-group.com page 12 /32
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HW VSP 1 virtual serial port

(for example COM 5) into your system and redirects all the data to another harware device

The virtual serial port driver for windows is a software utility, which adds a virtual serial port ﬁ

over the Ethernet network.

HW Virtual Port Manager x|
Yittual 5P | UDP Setup  Binare 140 |Settlngs|

For remonte control |/0 Controler or IP Relay device's outputs, you can
uze thiz tab abd control [/0 ping over TCPAP with using MW T. You
have to enable MYT in device's SETUP az well az in the Settings tab of
this software.

1/0 Controller | IP Helayl

In0 @ ¢ On ¢ Of | OutD @ ¢ On & Off
In1 @ ¢ On ¢ Of | Outl @ ¢ On & Off
In2 @ ¢ On ¢ Off | Ou2 @ ¢ On & Of
In3 @ ¢ OnOf | Ow3 @ & 0On ¢ Of
Ind @ ¢ On @ Of | Oud @ & On ¢ Of
In5 @ ¢ On @ Of | OutS @ ¢ On & Off
In6 @ ¢ On ¢ Of | Outb @ ¢ On & Of
In? @ & 0n ¢ Of | Ow? @ ¢ On & Of

Walue set in 15 ms
[ ReadValuss ||} SetValues |

Final Metwoting products
group

v HU-group.com

Version 2.1.9 W Embedded Ethernet Devices

Runs on Windows 2000, Win XP, Win NT 4.0, Win 98

If the device supports RFC 2217 (NVT) you can set
parameters of the remote serial port (baud rate, parity, stop bits).

We added support of binary inputs and outputs control from
the VSP software (see picture).

Debugging is eased by the possibility of a recording the
communication into a LOG file.

It is possible to create more Virtual Serial Ports on a single
computer (COM5, COM6, COM?7...) by running VSP.EXE via
command line.

Using HW VSP with the I/O Controller device

Run the HW VSP

sHW VinualBezialRortcn d ihree At ory on oua C

check the option to finish the second part of the installation. When the installation is finnished,
make sure to restart your PC.

Check that NVT is enabled (on the UDP Setup tab from Hercules utility). If not, enable NVT and

save the configuration.
RunHW VSP and

search foruDPbebPokm8t kreZhbonseheh

of the device Usned tchliisc ki Podn btuh ¥irtdal SPOS vbiotodkhmatr & .
IP and Port should be already set.
This searching via UDP Broadcast works only on a local network.

Choose the serial port you want to create (COM1 i COM20)

HW ¥irtual Port Manager

EU@SnplBlnaryla’DTSt:gﬁ frame

and click the fAiCreate COMO
will show whether the device has been found and if correct, 1P adress Pat Pt status—————
the virtual serial port is created. reeieaes: =] L“”Bpt Sttus - Opered

As you run any application which opens selected virtual port e = e by
(here itos COMS5) the HW VSP Wil I inki™te wlth
set the remote port according to the opened serial port G comneeten - ometed St o
(speed, parity, number of bits, handshake) and starts to D0 1521 F 5 e LT &
transfer data. Some applications have problems with serial /u Ceweco | Delstocom | ¥ e |
port numbers higher than COM4 but you can use the =
original Hyperterminal from Windows, Serial tab from the
Hercules setup utility or Slovene programj’nTe
These programs are |l ocated in the dAutilso |dir
CD H I_Ugro up Final Netwomking products

On tBimaryiflO0 t ab,
and you can set and read the binary inputs and outputs
without additional software.

v HU-group.com

¢ IooCorstrellert shibetab

Version 2.1.9 Embedded Ethernet Devices

www.HW-group.com

page 13/32



I/O Controller 1204 HW group

HW VSP settings

TEA Key frame 35| UoP st | v 1 St | =
You can use the TEA algorithm to secure the TCP/IP access (you . e
must set the same TEA key on both sides of the communication).

TEA Key MYT

¥ MYT enable
101020304 | 3 [09040B0C
¥ NYT filter

2.|05050708 | 4 [ODOEOF1D T 7 e
NVT frame [~ Use TEA auth. [~ Keep connection
Enables the RFC2217 detection of our remote ports. Do not
forget to turn on NVT support on the remote device.
NVT filter 1 filters NVT commands from the data flow.

[~ Log enabled
[~ TCP server mode

NVT port setup i sends commands to the remote port according to the I™" Hide an startup
VSP settings in your PC. If your terminal program (e.g. ¥ Dot create port if ping fai
HyperTerminal) changes data transfer speed to 19.200 Bd and this I Connect to module f port s closed

function is enabled, the VSP driver sends NVT command (according I™ Start¥SP en boot _
to RFC2217) to change t keslaswelmote TCP/ I P port Msmwmns

Keep Connection i keeps the TCP/IP connection opened even after 50 HID: 50
seconds of inactivity. v W -group.tom

Final Metwoting products

Version 2.1.9 Embedded Ethernet Devices

HW VSP parameters

log. enabled
VSP dri ver C\sedadppbrelegof if loe fogging all activity

TCP server mode
Activates VSP as a TCP/IP server. Driver then behaves as a TCP Client/Server = side which
first receives any data switches to the role of a client and opens the connection.

TCP server6s port, which i s useVirtua SPOi nagdlsve c an
recommend using numbers higher than 1025.
Create port on start VSP
If checked all virtual port will be created automatically on startup of VSP. If you need to create
virtual ports on Windows startup itdédsoO.necessa
Hide on startup
Hides VSP to system tray. Icon can be then found next to the clock.
Don't create port if ping fail
IP address of the device is tested before creating virtual port. If testing fails the port is not

created.
Connect to module if port is closed
When checked, you can | oose data incoming fro

used by some application.

Start VSP on boot
Adds a path to VSP into register RUN
(HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\run) in Windows.
VSP is then run on Windows startup.

HW VSP 1 command line parametry

HW VSP can be also started through specific parameters from command line. This way more virtual
serial ports can be created at once. Detailed description of parameters can be found at our website:
www.HW-group.com.

Example: CharonVirtualCom.exe -R -i192.168.6.21:23 -c5 -S0O -N1 -Nf -Np -H1

www.HW-group.com page 14 /32
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/O Controller setup i commands description

Here you can find the detailed description of all the possible setup parameters.

Factory defaults

This setup can be restored with ADOO
access this mode:

or

AD10comr

TCP Setup on TCP port 99 (if enabled), you need to restart after changing any paramerter.
RS-232 Setup, which is enabled using the DIP1. You can connect to the device using the RS-232

interface (9600 8N1).

MAC Address 00:0A:59:00:00:00
===========|P Setup e

I: Address 192.168.6.41

J: Port 23

M: Ma sk 255.255.255.0

G: Gateway 192.168.6.254
=====|n IP access filter ======

W: Address 0.0.0.0

N: Mask 0.0.0.0

X: Port 0.0

Y: Port Mask 0.0

== Active (Cl ient/Server) mode ==

S: Send to IP PASSIVE mode

U: Port 4023

T: IP mode TCP

V: NetworkVirtualTerminal On

K: Keep connection Off

E: Erase buffer on None

========= Serial Setup ==========

&B: S peed 9600

&D: Data bits 8

&P: Parity NONE

&V: Variable Parity Off

&S: Stop bits 1

&C: Flow Control NONE

&R: RS485/RS422 control RTS = On [+8V]
&T: Serial Line Timeout 0 - Off
&G: Char. Transmit Delay 0 - Off
&H: Tx Control Tx FULL duplex

—======= Security Setup =========

%A: TCP autorisation Off

%K: TEA key 0:01:02:03:04 1:05:06:07:08 2:09:0A:0B:0C 3:0D:0E:0F:10
%S: TCP/IP setup On

=======|/0O Con trol Setup =======

#T: Trigger AND mask 255

#A: Power Up INIT 189

#B: Power Up AND mask 255

#C: Power Up OR mask 0

#D: Power Up XOR mask 0

#X: KEEP mask 0

#Y: AND mask 255

#7: OR mask 0
#W: XOR mask 0

D: Load/Save Settings from/to Flash
R: Reboot

WEB51>

www.HW-group.com
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Device network parameters

MAC Address 00:0A:59:00:95:6C

MAC address is a unique network device address in the Ethernet and it is always factory-preset. You
can find it on the label inside the device. Using this address, the devices can be distinguished for
example in the UDP mode of the configuration program. The address respects restoring of the default
configurat D@noromand. h t he A

I: Address 192.168.6.15

_ _ IP address, Mask and Gateway description:
Configuration of the de

Ethernet device communicates:

J: Port 23

Configuration of the device's communication port e On local network segment

i range: 1 .. 19.999. You dondét need a Gat
addresses of both devices must be in the

Port 99 is used for TCP configuration, if range allowed by the Mask setting. If you

supported by the version and enabled in the set the Mask to 255.255.255.0 the IP

setup. addresses may differ only in the last byte.

M: Mask 255.255.255.0 e Outside local network i using Gateway

(which must be in the range allowed by

Configuration of the IP mask for the local network.
Mask parameter).

All IP addresses outside the area delimited by the
device's own IP address and this mask will be

accessed via the Gateway. You can also restrict the IP address range

usi ngliniP Beupf cnoands. We
recommend keeping this parameter on
0.0.0.0. for debugging.

G: Gateway 192.168.6.254

Address of the gateway that provides access to
outside networks, as defined by the IP address and the mask.

======|n IP Setup ======
W: Address 0.0.0.0

IP address of a network or computer that is allowed to communicate with the device. This value must
result from multiplying the remote IP address and the restriction mask (option N), otherwise the device
does not react.

N: Mask 0.0.0.0

This mask restricts addresses that can communicate with the device. Security can be greatly
enhanced by setting a fixed address or a suitable restrictive mask that disallow communication with
unauthorized parties.

X: Port 0.0 (IP requesting access AND N) =W
Y: Port Mask 0.0

This restricts TCP ports that can communicate
with the Device.

If this condition is valid, you can access the
device (AND is binary multiplication).
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TCP and UDP parameters

====== Qut IP Setup ======

S: Send to IP 192.168.0.252

U: Port 23

| f the ASO setting differs fr

Client/Server mode. This means, that if no TCP/IP connection
is esteblished and the device receives serial port data, it
switches to the TCP Client mode and periodically tries to
initiate a connection. The device is in the TCP Server mode in
the meantime between attempts.

UDP mode and port settings

If you use the UDP
communication, you need to fill in

Otfe S Parathetd?. TH convértre
does not initiate the connection,
so all data are sent to this address
and port!

If you set the S = 0.0.0.0, you will set the device to the TCP Server mode.

T: IP mode TCP

Switches between the TCP and UDP protocols. UDP is faster but packets can be lost or delivered out of

order. Hence it is suitable for communication only on a local
network segment in request-reply mode, usually for converting a
RS-485 communication.

0: TCP
1: UDP

V: NetworkVirtualTerminal Off

In the UDP/IP mode you cannot
use:

- the NVT commands
- the TEA algorithm.

The Question-answer protocols

can be up to 40% faster.

Network Virtual Terminal allows the interpreting of Telnet protocol sequences including certain
RFC2217 extensions, enabling on-the-fly changes of serial port parameters (speed, parity, ...).
NVT description can be found on our website >> /Support & downloado >> ANVT (Network Virtual

Terminal) protocol descriptiono .

When communicating with the serial port using telnet, e.g. with the TeraTerm program, this option
should be turned on. If you don't want to use this option, set your client to RAW communication

mode.

0: Off (don't use telnet control code, pass through to serial port)

1: On (accept telnet control code)

Note:

If you turn NVT off, you cannot control the inputs and outputs and the setup listing does not

show the corresponding options.

K: Keep connection Off

This option allows keeping the connection alive with sending NOP commands every 6 seconds,
because TCP automatically closes the connection after 50 seconds of inactivity. NVT must be

enabled for this parameter to work.

0: no keep connection (prefered)
1: keep connection

E: Erase buffer on Open connection

Option to clear the internal Device buffer whenever a connection is established or closed. This option

[

isuseful e.g. i f your device periodically says i
these notifications from the buffer.
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0 none
1: Close TCP/IP connection
2:  Open TCP/IP connection
3:  Open & Close TCP/IP connection

Serial port parameters

====== Serijal Setup ======
&B: Speed 9600

Configuration of the communication speed for the serial line, range 50..115.200 Bd, step 50 Bd. To set
9600 Bd&RO9G0OOe.T : A

&D: Data bits 8
Number of data bits for the serial transfer.

7: 7 bits / 8: 8 bits 7 ¢ a &D80 A

&P: Parity NONE
Parity of the serial asynchronous communication:

N: none/O: odd / E: even / M: mark / S: space

&V: Variable Parity Parity Off

Function for the serial 9-bit data transfer. It uses the OXFE prefix, recommended for box-2-box data
transfer. Only a difference from the parity bitc@«

Off: incorrect parity bit ignored
On: incorrect parity bit tranfered to other device

&S: Stop bits 2

Number of stop bits for the RS-232 serial line. This respects the rule of 9 bits (max. 10 bits). If you set
7N1, setup will correct this to 7N2, as well as 8E2 will be corrected to 8E1.

&C: Flow Control NONE

Serial data flow control, if you use data flow control and the input buffer is full, handshake will signalize that
the device can no longer accept data.

1: none T no control, RTS - see &R.
2: RTS/CTS i RTS/CTS control
3: Xon/Xoff i SW data flow control.
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&R: RS485/RS422 control On [+8V]

Defines idle level of the output RTS pin. Important for devices powered from RTS or for add-on RS485
Devices that wuse RTS to switch direct i dW.echooE soppetcii
should be on. This means that the receiver reads the data back from RS485 and generates hardware

echo from the actual RS485 bus.

0: RTS =On [+8V] (recomended for RS-232 or RS-485 mode)
1: RTS = Off [-8V]

2: TXRTS HW echo ON (recomended for RS-485 debug only!)

3: TXRTS HW ECHO OFF (RS-485)

Note: For most applications on RS-485 set &R=3 TXxRTS HW echo OFF.

&T: Serial Line Timeout 01 Off

Specifies how long the Device waits after receiving the last character before wrapping up the data
in a packet and transmitting them. The timeout is specified as the number of characters and
displayed as the number of chars as well as the time according to the given serial communication
speed. If the speed changes, the time is also changed but the number of characters defining the
timeout is not (10 characters at 9600 Bd = about 11 ms, or 5.7ms at 19,200 Bd).

&G: Char. Transmit Delay 071 Off

For controlling units with small RS232 buffer, it is sometimes advantageous to keep relatively high
baud rate but insert delays between individual characters. The delay is defined in milliseconds and it
is defined as the time between the starts of individual characters; so, for 2400 Bd a 2ms delay has no
effect since the character starts are 2.4 ms apart.

&H: Tx Control Tx FULL duplex

When HALF duplex is activated, the Device assumes unidirectional medium connected to the serial
line (e.g. RS485) and won't start transmitting data while 0: FULL duplex (RS-232)

receiving. 1: HALF duplex (RS-485)

Security and remote TCP Setup

—==== Secu”ty_ SeFUp === 0: TEA authorisation Off
%A: TCP autorisation Off 1: TEA authorisation On

Activates TEA authorization (password for establishing a TCP
connection) - requested from the remote side after the connection is established.

%K: TEA key 0:01:02:03:04 1:05:06:07:08 2:09:0A:0B:0C 3:0D:0E:0F:10

To set the TEA key, use the ni%KO0 o p thexadecimal Batues 1 6
separated with colons. The first string defines 0-3rd quadruple of bytes. So, to set the last 4 bytes to
the displ ay &K 30X0EWOEIO0 use

%S: TCP/IP setup On

Allows or denies the remote configuration using TCP setup on port 99. This command works only in
the RS-232 Setup mode.

0: TCP Setup disabled
1: TCP Setup enabled (TCP server on the port 99)
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Inputs and Outputs control

You need to set the TCP/IP mode and NVT (Network virtual terminal) enabled in order to work with
the binary inputs and outputs, otherwise you will not even see the commands.

The binary inputs and outputs are controlled only over the Network Virtual Terminal. This means,
that the 1/O control command are integrated in the TCP/IP data stream. These command are only
part of the Ethernet communication and cannot be seen on the serial port, as well as the I/O part
cannot be controlled from the serial port!

The NVT commands have a predefined binary format and they allways begin with a control character.
Thedet ai |l ed description of the NVT prSupportc&Dbwnioad b
section.

Note: Do not forget to set the desired value of inputs after reset!

=======1/O Control Setup =======
#A: Power Up INIT 102

Value in range 0 .. 255 decimal, which will be written in the output register ater device reset
(power failure), before the 1/0 Controller tries to connect to the opposite side and synchronize the
inputs and outputs.

#T: Trigger AND mask 240

Defines inputs, of which changes are automatically transmitted to the opposite side (IP address
S=X.X.X.X and port U) and synchronized with its outputs, if their value changes.
Only transmits inputs, of which bit is set to log. 1 in the #T option.

Examples:

#T =0 (0x00) i the I/O Controller does not react to changes of inputs from 10 to I8

#T = 240 (0OxFO) - I1/0 Controller only responds to changes on inputs 17, 16, 15, I14. Changes on
inputs I3 .. 10 are ignored, but their changed value is transferred when any of the monitored
inputs changes.

#T = 255 (OxFF) - 1/0O Controller responds to any change on inputs 10 to 18

Transmission means, that when the 1 /0 controll e:s
reacts to any inputds change asgalline This imeams¢hatifthe d at
conneciton is closed, it will initialize connection to the predefined opposite side and send the

corresponding NVT command to set the outputodos Vv

| f you are using the TCP Server igcladed sothiagwi dappeon. d e
If the connection is open, the data will be send.

Note: The inputs are not transmitted to the oppposite side, but can of course be read using the NVT
commands.
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#B: Power Up AND mask 255

Binary range of values fromtheopposi te side, which affect the o
(after reset or power-up).

After RESET data synchronization (Power Up init):

OUTPUT = ((data read from the opposite side AND #B) OR #C) XOR #D

Please note, that I/O Controller recognizes two types of synchronization when two devices are
connected to each other. The parameters settings are analogical:

Power Up init - (commands #B, #C, #D) i When the device is reset, I/O Controller set the
outputs to the values defined in #A variable
address (defred as S=x.Xx.Xx.Xx). When the connection |
and sets its outputs according to the described pattern..

Data change - (commands #X, #Y,#W,#Z)1 1 n case of any inputds c
#T value) the I/O Controller sends this information to the opposite side, which will use the
pattern to change its outputs.

The unit tries to connect during the first 50 seconds after power-up. If the connection is unsuccessful,
the #A: Power Up INIT value will remain set on the outputs.

#C: Power Up OR mask 0 OR Bitwi
I Bitwise sum
The range of inputdés valjues, which wil | be aflilf ec
by the opposite sideds v&IO0§08s QRDI0Y00); t 30{P00y e v |c e
255 (OXOF) OR 3 (0x03) =255 (OxFF)
240 (OxFO) OR 8 (0x08) =248 (0xF8)

Note: If you are using the embedded Charon 1 module, please note, that its inputs and outputs are
joined on one 8-bit port.

You can use the #C and #Z on the joined inputs and outputs to define what is an input and what is an
output. (The inputs must be set as log. 1).For example #Z=0x0F, the lower four bits (DO, D1, D2, D3) will
allways be log.1, so they can be used as inputs.

#D: Power Up XOR mask 0

The binary XOR function is suitable for output 0:
connect a button against GND, but you need to connect a relay against the + PWR signal (the log. 0
on the input must be inverted to log. 1 on the output).

Examples:
#D =0 (0Ox00) i The binary values are transmitted 1:1 = Log. 1 on the input will be Log. 1 on
each output.

#D =1 (0Ox01) i the DO output is inverted against the DO input. Binary values D1 to D7 are
transmitted 1:1 = Log. 1 on the input will be Log. 1 on each output.

#D = 255 (OxFF) 1 All output values are inverted against the input values.
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#X: KEEP mask O
Defines range of outputs, where the previous value will persist using the bitwise product.

Common data synchronization:

OUTPUT = ((PrevOut AND #X) OR (RxData AND #Y) OR #Z) XOR #W

-PrevOut=previ ous outputodés state
- RxData = the received data

Note: The previous pattern is used only when two 1/O controllers are connected to each other.
Inputs from one side are automatically transmitted to the others i de ds out put
called a Box-2-Box mode.
You can access all the 8 output bits using the standard NVT commands, no matter
what the #A to #Z values are.

You cannot access the outputodés seRBoxngs |
mode, because the I/O Controller supports only one TCP connection at a time.

#Y: AND mask 255 AND i Bitwise product

Defines the bit range transmitted from the opposite 0 (0x00)  AND 0 (0x00) =0 (0x00)

sideds inputs to this deWws5q0RFFPAND B @X0® - =0 (0x00)
255 (OxOF) AND 3 (0x03) = 3 (0x03)

240 (OxFO) AND 16 (0OxOF) =0 (0x00)

Note: Please be careful when setting the outputs
over NVT and using Box-2-Box mode at the same time.The #X and #Y can define, which
bits can be set only over NVT and which bits will be synchronized.

Example: #Y= 0x00, #X=0xFF i The output will not be affected by the opposite side, all
the output bits can be controlled over NVT.

#W: XOR mask 0

The binary XOR function is used for output bits
inversion (against opposite input bits) i see the #D
parameter description. 0 (Ox00) XOR 0 (0x00) =0 (0x00)
255 (OxFF) XOR 0 (0x00) 255 (0x00)
255 (0x0F) XOR 3 (0x03) 252 (OxFC)
0 (0x00)  XOR 255 (OxFF) =255 (OxFF)

XOR T Bitwise negation

#7: OR mask 0

Range of output bits, which will be affected by the automatic synchronization - see #C parameter
description.
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Setup examples

Using the described parameters, you can set each bit its independent value, synchronize with inputs
changes, or invert its logical value. Read the following examples to get you started:

Output = (X.n =0 Y.n =0 Z.n =0) - persistent 0 on the output, can be set only using the NVT
commands

Output = (Z.n =1) - persistent 1 on the ouput, can be set only using the NVT commands
Output = (X.n=0 Y.n=1 W.n=0 Z.n=0) i bit copy (tunnel) of the opposite side

Output = (X.n=0 Y.n=1 W.n=0 Z.n=1) - bit copy (tunnel) of the opposite side + inversion

Note: Commonly, the inputs are scanned each one ms and a change is considered whent the
I nput 6s value differs from the [ ast value
1,2 to 2,0 ms).

Other device parameters

Q: Quiet (Batch) mode

|l f you need to manage deviceds configuration fr
of the deviceds settings. It can be @léal pheQ@uiet t he
mode, device reply to pressing Enter not in 2 pages parameters listing but under example:

(

WEB51=2.L=00:0A:59:00:A6:08;1192.168. 1.24;323;M255.255.255.0;G192.168.1.1;W0.0.0.0;NO.
0.0.0;X0.0;Y0.0;S192.168.6.51;U4023;T0;V0O;K1;A250;&B9600;&D8;&P1;&S1; &C1;&R0;&T0;&G0;&
HO;%A0;%K01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0F:10;%S1;#T3;#A3;#B192;#C3;#D0;#X0
#HYO#Z3:#WO0;*L1;*P0;*S58.0.0.0;*M255.0.0.0;*X10.0.0.0;*Y255.0.0.0;*E999

========= Qther =========
D: Load/Save Settings from/to Flash
Saves the current settings to memory or restores saved settings.

0: Reloads settings from position 1
1: Reloads settings from position 2
2: Stores settings to position 1
3: Stores settings to position 2

R: Reboot
Software reset. Recommended when changing TCP Setup parameters.
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UDP/IP mode settings

If you select AT: IP mode UDP9, the device will communicate with the remote side using unacknowledged
UDP packets. Also, the following menu appears in the setup.

====Trigerring Setup =====
*L: Trigger Length 1

Numbers of bytes of the starting and ending packet trigger condition. Allowed values are from 0 to
4. If the lengths of your start and stop triggers differ, use the trigger mask and don't forget to
include the masked characters in the lengths - even though they contain actual frame data.

*P: Post Trigger Length 0

In some protocols, checksum or other info follows the stop trigger. This value defines the number
of characters after the stop trigger that should be included in the packet. If the start and stop
triggers are equal, this value specifies packet length without the 0..4 bytes of start trigger.

*S: Start Trigger Pattern 58.0.0.0 (The 4 input bytes of data AND *M) =*S

Start trigger for packet transmission. Four bytes are set but only the number of bytes specified
in AL:L@&@ngghbeéeris considered.

*M: Start Trigger Mask 255.0.0.0
Mask of the start trigger. Masking works similarly to the Ethernet netmasks using a bitwise AND. Value

of 255 means that the tested character tatFBiggerb e

Patterno. For example, to start the transfer
trigger pattern, 224.0.0.0 for the mask and 1 for the length. If you set both the character and the mask
to O the trigger activates for any character.

(The 4 input bytes of data AND *Y) = *X

*X: Stop Trigger Pattern 10.0.0.0
Sets the stop trigger for sending data to the Ethernet.

*Y: Stop Trigger Mask 255.0.0.0

Mask of the stop packet trigger for serial line data. For example, | Setup example
the settings displayed here are intended for transferring data in
the Intel[HEX format over RS485. The start trigger is a colon and
the transfer is terminated after receiving the control character
<LF> (OAh =10d).

If you need to send all data from
the serial line to the opposite
side, use:

*L: Trigger Length 0

*P: Post Trigger Length 0

*S: Start Trigger Pattern 0.0.0.0

* *M: Start Trigger Mask  0.0.0.0
E: Max. Start-Stop Length 999 *X: Stop Trigger Pattern 255.0.0.0

Maximum number of characters sent after the START trigger, if | *Y- Stop Trigger Mask ~ 255.0.0.0
. . S . *E: Max. Start-Stop Length 200

the STOP trigger is not found sooner. After transmission,

another START trigger is expected. Essentially, this is a

w

iti meouto specified as the number of characters

www.HW-group.com page 24 / 32



I/O Controller 1204

HW group

The i nputds and

out put 6s

contr ol

The following brief descriptions of the M2M protocol (NVT) device control is only part of the detailed

description that can be found on our website:
http://www.hw

- group.com/support/nvt/index_en.html

What is NVT and RFC2217

NVT is a way of integrating the commands into the data stream. The NVT (Network Virtual Terminal)
is also used when transferring commands over the Telnet protocol. Telnet uses this to transfer
special commands like CTRL-Pause, for setting the cursor position on the screen, terminal type

switching, etc...

The RFC2217 was defined by Cisco, for changing the baud rate of the serial port, reading binary
signals etc... Most of these commands are implemented in our devices. You can find the device list in

the NVT detailed description on our website.

We extended the RFC2217 standard to incorporate some
GPIO (General Purpose Input Output) functions listed

Supported NVT commands
COM-PORT-OPTION - 44 (2C)

. Dec Dec Dec
below. These functions can control the 1/0 Controllers - T A SIoNATURE
digital pins. It's not standqrdlsed, _but we didn't find any n 0L | CAS SET BAUDRATE
standards for GPIO functions dunng the year 2001. 2 02 CAS_SET_DATASIZE
3 03 CAS_SET_PARITY
4 04 CAS_SET_STOPSIZE
: ) 5 05 | CAS_SET_CONTROL
HOW does It Work' 6 06 CAS_NOTIFY_LINESTATE
The commands are part of the TCP/IP data stream; 7 07 | CAS_NOTIFY MODEMSTATE
where the AFFO character s 1 asrt 8 [tcks€owEoRTROL SUSBERD S
defined format. | f the dat a 9c|o M9 [aCASALGWCONTRORRESAME F O
character, it must be doubled by the transmitting side, 10 OA | CAS SET_LINESTATE_MASK
11 0B CAS_SET_MODEMSTATE_MASK
- 12 oC CAS_PURGE_DATA
= 50 32 | CAS_OPT _GPIO
_ Client Server | 51 33 | CAS_SET_GPIO
= % S 52 34 | CAS_SET_GPIOM
User's 1’0 device Server's System 53 35 CAS_SET_GPIO16
NVT format used
Client System Server System 5.4 3.6 CAS_SET_GPIOM16
format used format used . .
+100 +64 ASC_
hil h , . " d | 150 96_ | ASC_OPT_GPIO .
wh i e the receiving S | e Wwitzf \97U||Agc_‘§—tr—§—|—t—b—a—vk—E_Plo
character. | f there 1is NV T ["Ssa'|Pp P8O [Tndtimpidhdnted, dAe Qaf "aRswerSonly

153

99

ASC_SET_GPIO16

character is allways a begining of the control sequence.

154

9A

Not implemented, one way "answer" only

Commands for GPIO - 50, 51, 52 (32 .. 34 hex)
control

For direct I/O pin control we use the double byte
command GPIO-50 or 51 (which is behind the COM-
PORT-OPTION 44 command) followed by the sub option
sequence.

Sub option 50 (32 hex)

Values up to 100 Dec = Client >> Server

Values from 100 Dec =

Server >> Client

CAS_ requests the device to execute a command

ASC_devicebs

confirmation

response,

The commands start with a <IAC><SB> (FF FA) sequence
and end with a <IAC><SE> (FF FO0) sequence.

Reading inputs, setting outputs bit by bit, reading the output register.

0 (00 hex) - Requestforlow b y t e
input port.

16 .. 23 (10 .. 17 hex) i set the output bit 0..7 as log. 1

i nput 0s

sansavér eontaires ¢hd valoegof thet h e

comman
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