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Shipment contents   

 

 IP Watchdog HWg-WR02a device  

 Printed Manual in Czech or English 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Default network parameters configuration :  

IP address:                   192.168.1.60 

Network  mask  :              255.255.255.0 

Default gateway :             192.168.1.1 

IP configuration via  DHCP:   Enabled 

User name:                   Not set 

Password:                    Not set 
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Characteristics and features  
IP WatchDog is a device intended for monitoring Ethernet and serial 
(RS232, RS485) devices by tracking the serial communication, ICMP 
ping function or requesting a WWW page. By the means of these 
functions it can RESET up to two monitored devices, such as servers, 
routers or access and security systems. 
 

Features  

 Ethernet  - RJ45 (10BASE-T - IEEE 802.3).  

 1x RS-232 serial port (RxD, TxD, CTS, RTS, GND) - Setup mode 9600 8N1 

 1x RxD serial channel input  

 Automatic reset or start of 2 devices  in terms of monitored actions. 
 

 Methods of  monitoring Ethern et devices : 

o Incoming  ping   

o Outgoing  ping   

o Incoming WWW  

o Outgoing  WWW page   

 Monitoring two RS -232 serial devices  - IP WatchDog awaits the defined string on a serial 
port in regular intervals.  
 

 Two independent relays for resetting or starting monitored devic es up to 240V/1 6A 

 Manual control  (startup/shutdown/ restart)  of the monitored devices. 

 Time synchronization from internet / intranet using protocols  :  

o TIME ï older but simple and popular protocol (UDP port 37). 

o NTP/SNTP ï most used time synchronization protocols (UDP port 123). 

o DayTime ï protocol which is implemented in Windows (TCP/UDP port13). 

 Configuration methods : 

o WWW page ï deviceôs behavior configuration including manual relay control. 

o RS-232 Setup  ï main parameters configuration over serial port from any RS-232 
terminal - 9600 8N1. 

o UDP Setup  ï configuration of main network parameters. 

o TCP Setup  ï remote configuration of basic parameters in terminal over TCP. 

 Access security  and relay control:  

o Itôs possible to define the range of IP which will be allowed to communicate with the 
device. 

o Access to WWW pages can be restricted to certain user names and passwords. 

o Serial / TCP setup can be secured by user name and password. 

 Power supply  9-15 V DC. 

 Plastic box dimensions: 145x90x45 [mm] 
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Technic al parameters  

Ethernet port  

+ Interface   RJ45 (10BASE-T / 100BASE-Tx) 

+ Compatibility  Ethernet: version 2.0/IEEE 802.3  

+ Supported protocols  IP: ARP, TCP/IP, NVT, RFC2217, UDP/IP, TIME, NTP, SNTP, DAYTIME 

   

Serial port  1 DB9M 

+ Data / stop bits  / Parity  8 / 1 / None 

+ RS-232 Interface  RxD,TxD,RTS,CTS,GND 

+ Baud rate  Configurable in range from 50..115200 Bd 

 

Relay outputs  

Max. load of the contacts  max. 24V / 16A DC; max. 250V / 16A AC 

 

Environment parameters  

+ Operation conditions   -5 to +60 ÁC  /   10 to 90 % 

+ Storage conditions   -25 to +75 ÁC  /   5 to 95 % 

   

LED indication  

+ RJ45 POWER (green) Power supply on. 

+ RJ45 LINK & Activity (green) Ethernet connection. 

+ Channel 1 (yellow) Quick blinks  when channel 1 in Reset state. 
Short blink ï Heartbeat received  

+ Channel 2 ( yellow) Quick blinks ï channel 2 in Reset state. 
Short blink ï Heartbeat received 

+ Ch1 Manual / Setup  NTP  (red) RED Quick blinks  ï device in Setup (Serial / Telnet) 
RED Short blink ï time synchronized 
GREEN lit ï channel in manual reset  

+ Ch2 Manual  GREEN lit ï channel in manual reset  

 

DIP switches  

+ DIP1 SETUP  ON   = RS-232 Setup mode (9600 8N1) 
OFF = Ethernet mode 

+ DIP2 SAFE ON   = require username & password every time (Web / Telnet)  
OFF = do not require username & password 
 

Note: Default  username & password is blank 
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Monitored functions and parameters  

+ Incoming Ping  IP range  ï range of IP addresses defined by IP and mask, from which the receiving PING 
can be accepted. 

Timeout delay for reboot  ï time interval, in range from 0 to 1800 s ( 0 = disabled ), that IP 
WatchDog waits for incoming PING before causing RESET.  

+ Outgoing Ping  Primary target IP  ï primary IP address where IP Watchdog sends the PING and from 
which it awaits reply.  

Secondary target IP  ï secondary IP address where IP Watchdog sends the PING and from 
which it awaits reply, if primary target does not respond.  

Quantity of failed ping for reboot  ï number of PINGs, that IP Watchdog assumes for lost 
before causing RESET.  

Outgoing ping interval  ï interval between sent PINGs in range from 0 to 1800 s ( 0 = 
disabled). 

+ Incoming HTML page  
 (WWW client)  

Server IP ï IP address, which IP WatchDog requests HTML page from. 
Timeout delay for reboot  ï time intervals, in range from 0 to 1800 s (0 = disabled), 

between RESETs, which are performed if IP WatchDog does not receive required string 
in the HTML page. 

Reading HTML page period  ï interval between requests for a WWW page in range from 0 
to 1800 s ( 0 = disabled). 

Incoming string inside incoming HTML page  ï string in  ASCII, HEX or DEC format, that 
is searched within the HTML page ( * stands for any character). 

+ Outgoing HTML page  
(WWW server)  

Request Page  ï HTML page address offered to the monitored device. Provides channel 
number and information about acceptable IP address and clientôs IP address which 
requested the page.  

Device IP  ï IP address of the monitored deviceôs WWW client, from which the request for 
HTML page was accepted.  

Timeout delay for reboot  ï time interval, from the range of 0-1800 s ( 0 = disabled ), that 
IP Watchdog waits for the request for HTML page before performing RESET.  

+ Incoming RS232 String  Incoming string  ï string in ASCII, HEX or DEC format which is expected on the RS-232 
port ( * stands for any character). 

Timeout delay for reboot  ï time interval, from the range of 0-1800 s ( 0 = disabled ), that 
IP Watchdog waits for the requested string before causing RESET. 

   

Other parameters      

+ Time synchronization  Interval 1800 s 

+ Power supply  12 - 30 V/ 150 mA DC- coaxial power connector, GND on shield 

+ Dimensions   145 x 90 x 45 [mm] (H x W x D ).  

+ Weight   225 g 

 

Main WatchDog  functions  

 Monitoring Ethernet devices using incoming ICMP command - PING. 
IP WatchDog awaits incoming ping from the monitored device in preset intervals. 

 Monitoring Ethernet devices using outgoing  ICMP command - PING.  
IP WatchDog sends a ping command to the defined IP address in regular intervals and then it awaits 
a reply. Itôs also possible to set a secondary IP, used in case the primary address is busy. 

 Monitoring HTTP serversô activity by requesting a WWW page .  
IP WatchDog regularly requests a WWW page from a monitored device (suitable in case the target IP 
has the ping function blocked.) 

 Monitoring the activity of HTTP clients by providing  a WWW page. 
IP WatchDog awaits requests for its own WWW page in regular intervals. Suitable for systems without 
a WWW server 
 

 Monitoring the RS-232 line data stream by awaiting requested string.  
IP WatchDog detects a specific string in a serial port data stream in regular intervals.  
 

 Reset  of monitored devices or Starting backup systems in case of a dropout. 
 

 Manual control of both channels. 
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Connectors  

Layout of connectors, operating elements and relay connection is shown below: 
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Serial  - DB9M 

 

Connector DB9 M (RS-232) 

 Channel 1 Channel2   

1    - Unused 

2 TxD  -- > Transmit Data  

3 RxD1   <--  Receive Data 

4   -  Unused 

5 GND - --  System Ground  

6   - Unused 

7* CTS  RxD <--  Clear to Send, (Receive Data) 

8 RTS  -- > Request to Send 

9    - Unused 

*  In the Setup mode it works as CTS for configuring UART. In the operating mode it 
works as a data input for channel 2. 

 

 
 
 
 
 

 
 
 
 
 
 
 
 
 

Switching the DIP1 during the first 5 seconds since power -on will cause Master 
Reset, which restores all factory configuration. All userôs settings, including IP 

and passwords will be lost!  
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Connection and basic configuration  

In this chapter you will learn connecting the IP WatchDog to your PC or company network, setting it 
up the way it would satisfy your needs and putting it into service.   
 

Device connection  

The following procedure is recommended for quick setup of the device. Detailed description of all 
parameters and commands can be found in the chapter called ñParameters descriptionò.  
 

Cable connection  

 Set switches from DIP1 to DIP4 into OFF position. 

 Connect the IP WatchDog to the Ethernet 10 Mbit or 10/100 Mbit network. For direct connection 
to the PC use a crossed TP cable, and for connection to hub/switch/router use classic TP patch 
cable. 

 If you are planning to connect some RS-232 device to the WatchDog, connect it using the 
supplied Laplink cable (Serial1 interface RS-232 is on the DB9F connector). 

 Connect the supplied power adaptor to the grid and plug it into the power connector of the IP 
relay. The Power LED indicator should light up.  

 If the Ethernet connection is OK, the LINK indicator should light up and then blink according to 
network data transfer (Activity signalization).  

 
 

 
 

IP WatchDog connection topology  
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Primary configuration of Ethernet parameters  

The primary configuration of the IP WatchDogôs Ethernet parameters (IP address, network mask 
and gateway) can be done in the following ways:   

 UDP Setup  ï the IP WatchDog must be located on a local Ethernet network segment. 

 RS-232 Setup  ï In case no Ethernet connection is available. 

 TCP Setup ï only if you know the IP address of the device! TCP setup allows setting the 
same parameters as Serial Setup. It also allows changing the parameters remotely via 
Ethernet / Internet.   

 

Configuring the IP address ï UDP Config  
 

UDP Config  utility ï root directory of the 
supplied CD (Windows and Linux versions).  
Available for download at www.HW-
group.com  
Software > UDP Config.  
 

 Click the icon to launch UDP Config. 
The program automatically looks for 
connected devices. 
 

 To search for devices, click the Find 
Devices icon.  

 

 
 
The program searches for devices in your local network. Individual Poseidon units are identified by 
their MAC addresses (printed on the label at the bottom side of the unit). Double-click a MAC 
address to open a basic device configuration dialog. 
 
Configur e network parameters  

 IP address / HTTP port (80 by 
default) 

 Network mask 

 Gateway IP address for your 
network 

 Device name (optional) 

 

Click the Apply Changes  button to save the 
settings. 
 
 
Enter the IP address of the device into your 
WWW browser and press Enter. You will get 
a Main Page of the www interface.   
 
Detailed information on configuration 
methods over www interface can be found in 
the chapter called Device configuration via 
WWW. 
 

http://www.hw-group.com/
http://www.hw-group.com/
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Connecti ng to IP WatchDog  using terminal and RS-232 Setup  

Below you will find description of the supplied 
Hercules Setup Utility program. If you do not 
have this program you can configure the 
device using any RS-232 terminal.  
 

 Disconnect the power adaptor. 

 Set DIP1 = ON,   DIP2 = OFF,   DIP3 = 
OFF,   DIP4 = OFF. 

 Connect the device to your PC using the 
supplied RS-232 cable. Use Port 1 (DB9F) 
at the IP Watchdog. 

 Go to the ñSerialò tab of the Hercules Setup 
Utility. 

 Set the proper serial port and 
communication parameters - 9600 8N1 
(step 1). 

 Press the ñOpenñ button. 

 Connect the power adaptor to the power connector of the IP relay, the green Power indicator 
should light up.  

 The list of configuration parameters should now appear in the ñReceived/Sent datañ window. 

 The desired parameter can be set using the letter of the corresponding option and a proper 
value. (Example: ĂI192.168.6.8ñ for configuration of deviceôs IP address). 

 

Connectin g to IP WatchDog using terminal and TCP Setup  

 Go to the òTCP Clientñ tab. 

 Enter the preset IP address to the òModule 
IPñ field (step 1). 

 Into the ñPortñ field enter ñ99ñ (step 2), no 
matter which port you have set for 
communication with the device. (Port 99 is 
reserved for TCP setup). 

 Press the ñConnectñ button (step 3). 

 The prompt òWEB51>ñ will appear in the 
òReceived / Sent datañ window. Click into 
this field and press Enter. The window will 
be filled with actual configuration.  

 Specific parameters can be set by choosing 
the letter of the corresponding option and a 
proper value (example: ĂI192.168.6.8ñ for 
configuration of deviceôs IP address). 

 
Note: Complete list of parameters and commands with detailed descriptions can be found in the 
ñDescription of configuration parametersò chapter. 
 
Help for the commands is available through sending command in format ñcommand?ò and pressing 
Enter. Example: ñI?ò + Enter. 
When the configuration is finnished, you must restart the device with the ñRò command. Disconnect 
by pressing the ñCloseò button.  
 
Serial Setup can be closed  temporarily by ñxò command. Donôt forget to switch DIP1 back to the 
OFF position when you finished your work, or IP WatchDog will not be able to communicate via 
Ethernet. 
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Configuration of basic network parameters using a terminal program  

For primary launch the IP WatchDog needs to have configured only several main Ethernet 
parameters ï the IP address, network mask and gateway which can be found in the IP Setup  
section. 

 WatchDogôs IP address 

I: IP address              192.168.6.19  

Entry example : I192.168.6.4 
 

 Network mask  

M: Mask                    255.255.255.0  

Entry example : M255.255.255.0 
 

 Default gateway  

G: Gateway                 192.168.6.1  

Entry example : G192.168.6.1 
 
 
Note : Serial Setup allows setting lots of other parameters. These, though, are more easily 
configurable via Ethernet using the Hercules Setup Utility or via WWW interface. Detailed 
description of configuration parameters of the terminal Setup can be found in chapter: ñDescription 
of configuration parametersò. 
 
 

Configuration troubleshooting  

The MAC address of the device did not appear in the ñModules MAC listò or the device does 
not communicate over Ethernet.  

 Check the power adaptorôs connection (the Power indicator of the device must be lit). 
 

 Your Ethernet network must support 10 Mbit devices. 
 

 Check whether you are using a correct TP cable (TP Patch cable for connection to a 
hub/switch/router; crossed TP cable for direct connection to a PC).  
 

 Check configuration of DIP switches of the device (all should be in OFF position). If DIP1 is ON, 
the device is in RS -232 Setup mode and will not communicate over Ether net. After 
switching DIP1 into OFF position, itôs necessary to restart the device by disconnecting the power 
supply for at least 3 seconds. 
 

 If you are using a firewall, make sure it does not block the communication with the device.  



IP WatchDog HWg -WR02a  HW group 
 

 

www.HWgroup.com    12 / 30 

 

Device configuration via WWW 

The IP WatchDog contains a WWW interface allowing easy and detailed control of the deviceôs 
activity. The interface consists of four HTML pages which can be accessed by entering the IP 
address of the device to your web browser.  
 

IP WatchDog Main P age 

After entering WatchDogôs IP address to the web browser you will get a main page showing the 
basic parameters of WatchDogôs channels and statistics for the last 20 operations of each channel. 
In the upper part of the screen you can see links for advanced properties configuration of the IP 
WatchDog: 
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Displayed data  

 Refresh page stop ( Refresh page for ): - Interval of the Main Page refresh (see Setup 
Page). 

 Refresh now ï Immediately refreshes the Main Page. Because of used scripts itôs not 
possible to use browserôs Refresh (F5). 

 Device name  ï name of the monitored device (see Channel Admin Page). 

 Channel ï information on closing or opening of the channel (Enable / Disable). 

 Channel type  ï Information on relay pin configuration of the given channel (PO / PF / NO / 
NC ï see chapter Device versions ) 

 Initial Channel State  ï channel state after startup (Open / Close / PowerOn / PowerOff) 
depending on configuration used (see chapter Device versions ). 

 Reboot Channel State  ï channel state after reset (Open / Close / PowerOn / PowerOff) 
depending on configuration used (see chapter Device versions ). 

 Monitoring  method  ï actual function assigned to the channel (see Channel Admin Page):  
o Incoming Ping  ï IP WatchDog waits for ICMP command - PING from the defined 

address or range of addresses defined by IP and mask.   
o Outgoing Ping  ï IP WatchDog sends the ICMP command PING to the defined 

primary IP address and awaits response. If not received, the same command is sent to 
the secondary IP.  

o Outgoing HTML page  ï IP WatchDog requests the HTML page from a WWW server 
located on the defined IP address.   

o Incoming HTML page  ï IP WatchDog awaits the request for its own WWW page from 
the device defined by IP address. 

o Incoming RS232 String  ï IP WatchDog monitors the data on RS-232 port and awaits 
the required string.  

 Monitoring period  ï maximal interval between resetting impulses. 

 Reboot Hold Time  ï the length of a reboot impulse (see Channel Admin Page) 

 Channel state  ï information on actual channel state: 
o Channel Inactive - channel is deactivated. Allows manual relay control using Channel 

Admin Page. 
o Device Checking  ï Channel waits for a refreshing impulse.  
o Device Idle  ï Channel was reset. Awaiting the first refreshing impulse.   
o Power C yc le Reboot  - Performing channel reset.  
o Manual WWW reboot ï Channel was reset manually. 

 Manual Reboot  ï Resetting button. 

 Last 20 Actions  ï last 20 stored actions:  
o --- IP-WatchDog: startup ---  starting IP WatchDog 
o First synchronizations of time  ï  synchronization by NTP/Time/DayTime server. 
o Ready ï after Watchdogôs turning on/reset the channel is ready  
o Shutdown   ï channel shutdown. 
o Run  ï channel start. 
o Automatic reboot  ï automatic Reset. 
o Manual reboot: from website  ï manual reset from the WWW page. 
o Reset by response to outg. ping ï received the response for outgoing PING. 
o Reset by response to inc.  ping  ï received an incoming PING. 
o Reset: by incoming HTML page  ï requested WWW page received. 
o Reset by response to inc. HTML page  ï request for HTML page accepted. 
o Reset by response to inc.  RS232 String  ï received a valid RS-232 string. 
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IP-WatchDog Channel Admin Page  

HTML pages IP-WatchDog Channel 1 Admin Page and IP-WatchDog Channel 2 Admin Page allow 
complete administration of the monitored channels. 
 

 


